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Accident

- Any unplanned event or series of events that results in death, injury, orillnessto
personnel or damage to or loss of equipment or property. Accident is synonymous with
mishap.

Hazard

- Acondition that is a prerequisite to an accident. Hazards include external events as well
as conditions internal to computer hardware or software.

Failure

- The inability of a system or component to perform its required functions within specified
performance requirements.

Error
- Adifference between a computed result and the correct result.

Fault

- Adefect in a hardware device or component.
- An incorrect step, process, or data definition in a computer program.
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- Hazard analysis

- Hazard analysis is the process of identifying and evaluating the hazards of a system,
and then either eliminating the hazard or reducing its risk to an acceptable level.

- Safety

- The term safety is used to mean the extent to which a system is free from system
hazard.

- Risk
- A measure that combines both the likelihood that a system hazard will cause an
accident and the severity of that accident.

- Software hazard
- A software condition that is a prerequisite to an accident.
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Event

PRIMARY EVENT SYMBOLS

O BASIC EVENT — A basic initiating fault requiring no further develop-
ment

CONDITIONING EVENT — Specific conditions or restrictions that
apply to any logic gate (used primarily with PRIORITY AND and
INHIBIT gates)

UNDEVELOPED EVENT — An event which is not further developed
either because it is of insufficient consequence or because infor-
mation is unavailable

EXTERNAL EVENT — An event which is normally expected to occur
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Event

INTERMEDIATE EVENT SYMBOLS

INTERMEDIATE EVENT — A fault event that occurs because of one
or more antecedent causes acting through logic gates
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Gate
GATE SYMBOLS

AND — Output fault occurs if all of the input faults occur
OR — Output fault occurs if at least one of the input faults occurs

EXCLUSIVE OR — Output fault occurs if exactly one of the input
faults occurs

PRIORITY AND — Output fault occurs if all of the input faults occur
in a specific sequence (the sequence is represented by a CONDI-

TIONING EVENT drawn to the right of the gate)

INHIBIT — Output fault occurs if the (single) input fault occurs in the
presence of an enabling condition (the enabling condition is
represented by a CONDITIONING EVENT drawn to the right of

the gate)

O DDDD
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Transfer

TRANSFER SYMBOLS

TRANSFER IN — Indicates that the tree is developed further at the
occurrence of the corresponding TRANSFER OUT (e.g., on
another page)

TRANSFER OUT — indicates that this portion of the tree must be
attached at the corresponding TRANSFER IN
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Failure Mode and Effects Analysis Worksheet
Process or Product: FMEA Number:
FMEA Team: FMEA Date: (Original) __
Team Leader: (Revised)
Page: 1 of 1
EMEA Process Action Results
. . ) K Responsibility
Potential Potential Potential Current | Current |

w z

£ Ccrrl;pogte:nl and Failure | Effect(s) of |5| Cause(s) of |~; Controls, | Controls, § & Remﬂg'e"de‘i énd Tlarg_ct

~ unction Mode Failure Failure ] Prevention| Detection |3 chon O"E}';te;'on

1

2

3

4

5

[

7

8

9

10




L
Hazard analysis 7| = -
FMEA

- 2t A

Review the process or product.

Brainstorm potential failure mode.

List potential effects of each failure mode.

Assign a severity ranking for each effect.

Assign an occurrence ranking for each failure mode.

Assign a detection ranking for each failure mode and/or effect.
Calculate the risk priority number for each effect.

Prioritize the failure modes for action.

Take action to eliminate or reduce the high-risk failure modes.
10. Calculate the resulting RPN as the failure modes are reduced or eliminated.

© 0 N o gk WwDdhRE
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Criteria;
Severity of Effect on
Process
(Manufacturing/ Assembly Effect

May endanger operator (machine or
assembly) without warning,

May endanger operator (machine or
assembly) with warning,

100% of product may have to be scrapped.
Line shutdown or stop ship.

A portion of the production run may have to
be scrapped. Deviation from primary
process including decreased line speed or
added manpower,

100% of production run may have to be
reworked off line and accepted.

A portion of the production run may have te
be reworked off line and accepted.

100% of production run may have to be
reworked in-station before it is processed.

A portion of the production run may have to
be reworked in-station before it is processed.

Slight inconvenience to process, operation,
or operator

i * HFAH @) * 7= ;
- AZEE (Severity) * 28 & (Occurrence) * 4 £ & (Detection
Table 8.2a (Generic) Design FMEA Severity Evaluation Criteria Table 8.2b (Generic) Process FMEA Severity Evaluation Criteria
. . N Criteria:
Effect Criteria: Severity of Effect on Product Rank Severity of Effect on Eftect
(Customer Effect) Eifect Product
(Customer Effect)

Fail M .l"otentlal failure mrjhde affet_:ts safe vehicle operation and/ ol{ P— Torentia] failure mode afects cafe velicle e
ailure to Meet involves noncompliance with government regultions without 10 Meet Safety | operation and/or involves noncompliance Meet Suf
Safety and/or warning, and/or with government regulations without warning. eet Safety

Regulatory Regulatory Potential fallure mode affects safe vehiele R:;lﬁf:w
Requirements Potential failure mode affects safe vehicle operation and/or N Requirements "[’f}:’g“""z a“n‘:::; 'r'l‘:’ll:?‘j'::“‘:‘:rl’t:,‘:g Requirements
wil VETTL ulat Wl We mng.
involves noncompliance with government regulations with warning, Tows of primary Tanction (vehicle moperable “ Major
Loss or Loss of primary function (vehicle inoperable, does not affect safe 8 D;;_':; ;rm ) does not affect safe vehicle operation). Disruption
Degradation of vehicle operation). of Primary Degradation of primary function {vehicle Significant
- - - - Funetion operable, but at reduced level of 7 Distuption
Primary Degradation of primary function (vehicle operable, but at reduced 7 performance).
Function level of performance). Loss of secondary function (vehicle
- - B - Loss or inoperable but comfort/convenience
Loss or Loss of primary fupctlo.n {vehicle inoperable, but comfort/ 6 Degradation | functions inoperable). Moderate
Degradatlon of convenience functions lnDpemble}‘ of Secondary Degradation of secondary function (vehicle Disruption
Secondary Degradation of primary function (vehicle inoperable, but comfort/ 5 Function ;Eope.rable but c:lllf(:‘llfcoTv?niel}ce
. , . s at 3
Function convenience functions at reduced level of performance). fictlons ata re Hoed leve’ o1 pertorma nee}
Appearance or Audible Noise, vehicle
Appearance or Audible Noise, vehicle operable, item does not 1 operable, item does not conform and noticed
conform and noticed by most customers (>75%). by mest customers (;I”*}- — Moderate
- - = - Appearance or Audible Noise, vehicle Disruption
Annoyance Appearance or Audible Noise, vehicle operable, item does not 3 Annayance operable, item does not conform and noticed H
conform and noticed by many customers (50%). by thany custotmets (50%).
) . - . Appearance or Audible Noise, vehicle :
Appearance or Audible Noise, vehicle operable, item does not 2 operable, tem does not conform and noticed Dj:r“:lr;‘:ifon
conform and noticed by discriminating customers (<25%). by discriminating customers (<25%).
Mo effect Mo discernible effect. 1 No effect No discemible effect. - No effect

No discemible effect.

Source: Reprinted from Potential Failure Mode and Effects Analysis, (FMEA 4th edition, 2008 Manual) with

- ) _ . B Ford and GM Supplier Quality Requirements Task Force.
permission of DaimlerChrysler, Ford and GM Supplier Quality Requirements Task Force.

Source: Reprinted from Potential Failure Mode and Effects Analysis, (FMEA4th edition, 2008 Manual)with permission of DaimlerChrysler,
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Failure Mode and Effects Analysis Worksheet

Process or Product: Product: Model X-1050 Fire Extinguisher

FMEA Number: F019

FMEA Team: Kevin M, Shane T, KC McG, Chase L, Tyler | FME A Date: (Original) 3/5
Team Leader: Kevin M. (Revised) 5/1
Page: 1 of 1
FMEA Process Action Results
g g g g
i oy i =] Current Current S R nsibili ol =R )
- Component and Potential Potential = Potential & ‘E| Z | Recommended esponsibility : e g &
g . . Effect(s) of 2 | Cause(s) of |3 Controls, Controls, Py . and Target Action Taken | 2 |5 2y
x| Function Failure Mode - 3 . 3 . : B e Action ! 5|2 |&| ~
Failure W Failure B Prevention Detection 8 Completion Date AlS 5
@] o]
. el P Exposure to Insulated pkg mat’ls; N N .
1 Hose; delivers extinguishing Cracks Misfire 10 | excessive heat or 5 | temp controlled shipl None 6| 300 Use hose that is nloF Kevin: 4/1 Chang-cd hose 1wl 216 120
agent cold in shipping containers temperature sensitive material
Low disch No sh biects Add Protective Added puncture
2 Pinholes oW CIsCharge g [Damage to hose 8 f‘; AP OBIECE A one 4| 256 |Kevlar coating to K.C.:4/15 resistant cover for | 8 | 5| 4 | 160
pressure during mfg used in operations hose hose
Forei bicct i Incoming inspect;
3 r Blockages No discharge 10 [Foreignobjectn 6 | None hose air passage 3| 180 [None
& & hose P &
test
Canister; reservoir for Paint coverage Bare spots rust Paint line low on Automated inventory -Aut(lmatcd
4 extinauishing agent uneven weakening metal; 10 2int 6 N inventory mgt 2] 120 |None
B B ge possible explosion P mgt system system
Spray nozzle Regular nozzle Keep nozzle in water . INew procedure
5 1 partially plugged 9 cleaning procedure None 4| 360 bath when not in use Tler: 3/15 instituted )3 120
Canicter dropped
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Software FMEA analysis results for “Channel 3 Equipment Check” sub-module.

=
T'__/SII
1T

Sub-module  Failure mode

Failure cause

Failure effect

Failure detection/comments

Other Channel Omission
3 Equipment
Check
Incorrect
realization

Unintended
addition

Function
interaction
Input
definition
Input value

Input timing
Input format
Qutput
definition
Qutput value
Output
timing

Output
format

Omission in equipment diagnosis or Periodic automatic test is

heartbeat monitoring functions

There is an error in equipment
diagnosis or heartbeat monitoring
functions

Additional functions in equipment
diagnosis or heartbeat monitoring
functions

Inappropriate location of
implementation of a function

affected adversely

Malfunction in Channel 3
equipment diagnosis

There is no effect on
equipment diagnosis

There is an degradation in this

module

Wrong input definition, assignment, Malfunction in Channel 3

address, or type definition
Wrong min/max limits or
initialization value in heartbeat
coefficients

An input variable is used before
updating

Omission/addition of an interver,
wrong input number, or input
disorder

Wrong output definition,
assignment, address, or type
definition

Wrong assignment of an output
value

Wrong timing for generating an
output value

Omission/addition of an interver,
wrong output number, or input
disorder

equipment diagnosis
Malfunction in monitoring

of channel D ATIP heartbeat

signal

Delay in processing the
input signal

Malfunction in Channel 3
equipment diagnosis

Malfunction in Channel 3
equipment diagnosis

Malfunction in Channel 3
equipment diagnosis
Malfunction in Channel 3
equipment diagnosis
Malfunction in Channel 3
equipment diagnosis

There is no update procedure for a variable
AL_1_ATIP_ATIPD_PHBC.— Channel A, B, and C cannot recognize
when the channel D HB is malfunctioning

No failure detected

No failure detected

No failure detected
No failure detected

No failure detected

No failure detected

No failure detected

No failure detected

No failure detected

No failure detected. (Output from this
submodule is correctly used in the next step.)
No failure detected
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Element Failure Fails to execute
Modes Executes incompletely
Output incorrect

Incorrect timing - too early, too
late, slow, etc

System Failure Input value incorrect (logically
Modes complete set)
Output value corrupted

(logically complete set)
Blocked interrupt

Incorrect interrupt return
(priority, failure to return)
r Priority errors

Resource conflict (logically
complete set)
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1. A2AH C|X}2lZ functional block diagram2 2 LIEF
2. Functional block diagram0i| Al &M st o= Q1= EX =S 57

| ?l5l FFAS & &
3. FFAOIAM Zfotd single functional failureE7+2| =t 2 UM et = U= ZHES &4
2
2. HAZHE &

M

A AH C| X}l © 2 2 E| hierarchical modelS &AM &t
Hierarchical modelS CH A2 2 IF-FMEAS & gt
IF-FMEAE 0| 23l 2 & A EH E Q| failure behaviorg & 3.

FFA2| =4 ALt} IF-FMEAS| =4 ZHE A ASH| flol fault tree2| Ats HME Al
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Mechanically generated fault trees which

- 2hd EHA|
System Design Safety Analysis
show how functional failures that we
have identified in the FFA arise from low-
P level component failure modes that we
/_ N / FEA" / ] have identified in the IF-FMEAs
Fault Tree r 1
[ | [

Synthesis
Algorithm

/

'FFA: Functional Failure Analysis (Analysis of the failure behaviour of the system at the functional level)
IF-FMEAs: Interface Focused FMEAs (Analyses of the local failure behaviour of the system components)

Fig. 1. Overview of Design and Safety Analysis in HIP-HOPS
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- Functional failure analysis (FFA)

o] (@) A 2o X S
218t ol FMEARL DI X 2 Hi o[ &2 &AM g
: HEAH =)= : = = ol s 2
Internal malfunction2 £ 2t 5= component failureE A st7| 2|5l AL,
ir = ol o Lk = ] S X =13 St= 1 o| d sk ol o= = St=
AEZHE S| Qedu S MSAZ0lA 2 SH= failure2| 2, 2tst 3 MulE EA st
ol A&
Failure ID Effects on System Severity Detection Recovery Recommendation
OYB: FL3 The car tends to Critical Locally, Not In addition, the
drift to the side using Possible failure can be
Loss of L feedback from detected by a
Eraking -30% stability pressure global rotational
{omission) -18/-32% braking sensor ::zzizration
when there Lo Remotel .
is braking -15% steerability the stagﬁsby An Electromic
intention In the worast case reporter and Stability Program
the drift is monitor tasks device may handle
opposite to the the problem (this
drivers intention is out of the
scope of this BBW
system)
CNB: FL4 The car tends to Critical It is Release Detection
. drift to the side possible in actuator algorithm should
Unintended certain cases be sufficient to
Braking ( by comparing detect pedal
Commission) the state of sensor failures
the pedal and internal
::ezothere with the corruption of the
pressure pedal messages.
braking
intention sensor There should be
feedback from provisions to keep
the wheel commission
failures
temporally limited
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- Interface focused FMEA (IF-FMEA)
- dutAM ol FMEA2} OIZHVIX| 2 H|O| 22 &f M 2t
- Internal malfunction2 £ 24 5t= component failureE A @ st7| 2|5 AIS
- AXHESo| 1t H 9| A4S EZ0AM LSt failuree] 2, 2=t
HI AtE 2

O 0

| dukE EM5te

bl

Table 1. Excerpt of [F-FMEA of PEDAL task

Output Description of output |Input Deviation Component A (£/h)
Failure failure Logic Malfunction
Mode Logic
O-PEDALL. Omission of PEDALl (V>max-PSl.value | |PEDALl.task 1.00E-07
Driver msg |output (braking V<min-PSl.value) & |malfunction

demand) . It can be (V>max-PS2.value |

caused by task V<min-PS2.value)

malfunction or out of
range failures of both
pedal sensors

Vs 0- PEDAL1l output (braking |Vs min-PSl.value & |PEDALl.memory |2.00E-07
PEDALL. demand) stuck at 0. It (Vs min-PS2.value stuck at 0
Driver msg |(can be caused by
memory stuck at 0
failures, or by stuck
at minimum failures of
both pedal sensors.
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- IF-FMEA expression
- Fault tree2| A= 4 M S 2|5l IF-FMEAZ2| output failure2| 2 1= formal grammarZ LFEFLY

Of 2.

- 0| & I3t formal grammar2| HENE & 2| &t

Grammar for IF-FMEA expressions

FailureLogic = LogicTerm
| LogicTerm “&" FailureLogic
| LogicTerm “|” Failurelogic;

LogicTerm = FailureMode
| w(r FailureLogic u)n;

FailureMode = InputDeviation
| ComponentMalfunction;

InputDeviation = FailureClass “-" InputName;

Example Parse Tree

Failurelogic
/]-\
LogicTerm & FailureLogic
T~ |
( Failurelogic ) LogicTerm
T |
Logic Term | Failurelogic FailureMode
| | |
FailureMode LogicTerm InpDeviation

| | TN

ComponentMal function FailureMode FailureClass - InputName

| l | |

fmode.A ComponentMalfunction o power

fmode.B

Fig. 2. Formal grammar for [F-FMEA expressions and example parse tree

“(fmode .A| fmode.B) &0-power”
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1.

A AE 2

1. A2AH C|X}2lZ functional block diagram2 2 LIEF

x: Braking demand

L. - Axle load of FLW

FLW"

: Rotational Acceleration of FLW

RAL o

FF.,,: Pressure feedback of FLW

L Axle load of FRW

FRONT-LEFT WHEEL (FLW)
BRAKING FUNCTION:

PPszf {x,L, [EE

KF.

FLW. RAF
KF

LW. ©° FLW-
)

basic_BVD  master_BVD

P, Braking pressure to FLW

v

RA_,: Rotational Acceleration of FRW

h 4

PF ., Pressure feedback of FRW

h 4

Ly Axle load of RLW

FRONT-RIGHT WHEEL (FRW)
BRAKING FUNCTION:

Praw=f (X Lpgy, RBpgy, PPrgp,

Kpba eie_BVD. KFmaster_B\iDJ

RA, . Rotational Acceleration of RLW

PF,,,: Pressure feedback of RLW

h 4

A J

L oy Axle load of RRW

REAR-LEFT WHEEL (RLW)
BRAKING FUNCTION:

Pooy=f (X, Ly o RA, . PF

LW, RLNW.

KR )

KRbasic_BVD. master BVD

b

RA_ o Rotational Acceleration of RRW

PFp, Pressure feedback of RRW

REAR-RIGHT WHEEL (RRW)
BRAKING FUNCTION:

Prrw=T (X Lpy. BRgey. PPopn.

Knhasiciavn. Kr‘"n\;sterﬁ]&\'\z‘nj

»
Ld
P Braking pressure to FRW
>
P, Braking pressure to RLW .
>
P_.. Braking pressure to RRW >

Fig. 4. Abstract Functional Model of the Brake by Wire System
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1o A AH B

(=] Sk ol o =9 X ol = = A5 S
2. Functional block diagram0i| Al 245t = = EXM =SS 7| |loll FFAE T3 &
=7 o) (=] Sk Zs ol= & =Eo d
3. FFAOIAM ottt single functional failures7+2| =ate 2 dhdlst = Q= ZHE2 &4
Sk
/.
Failure ID Effects on System Severity Detection Recovery Recommendation
OYB: FL3 The car tends to Critical Locally, Not In addition, the
drift to the side using Possible failure can be
Loss of L feedback from detected by a
?rak;ng ) -30% stability pressure global rotatiomal
omlission
-18/-32% braking sensor ::::isration
when there Remotely, .
is braking -15% steerability the sta.{usbY An Electronic
intention In the worst case reporter and Stability Program
the drift is monitor tasks device may handle
opposite to the the problem (this
drivers intention is out of the
scope of this BBW
system)
CNBE: FL4 The car tends to Critical It is Release Detection
. drift to the side possible in actuator algorithm should
Unintended certain cases be sufficient to
Braking ( by comparing detect pedal
Commission) the state of sensor failures
the pedal and internal
:zezothere with the corruption of the
pressure pedal messages.
braking
intention sensor There should be
feedback from provisions to keep
the wheel commission
failures
temporally limited
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2. AEHE Y

= . . o =
1. AAE CIARI 2 2 2 E hierarchical modelS ZHd g
alarm_1_state
pedal_stretch P1.drijer_msg_B2

braking_pressure

B1.driver_msg_P1

Bus 1

» stop_light_state

B2.driver_msg_P1

P2.driver_msg_B1
pedal_stretch
P2.driver_msg_B2
alarm_2_state

> L

Fig. 5. Top level of the hierarchical model of the BBW system
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2. HAXHE g

2. Hierarchical model& tH &2 2 |IF-FMEAS 3 gt
3. IF-EFMEAZ 0|23l 2= .:.il.—jEOI failure behaviorE &2.

Output Description of output |Input Deviation Component A (£/h)
Failure failure Logic Malfunction
Mode Logic
O-PEDALL. Omission of PEDALl (V>max-PSl.value | |PEDALL.task 1.00E-07
Driver msg |output (braking V<min-PSl.value) & |malfunction

demand) . It can be (V>max-PS2.value |

caused by task V<min-PS2.value)

malfunction or out of
range failures of both
pedal sensors

Vs_0- PEDAL1 output (braking |Vs min-PSl.value & |PEDALl.memory |2.00E-07
PEDALL. demand) stuck at 0. It |Vs min-PS2.value stuck at 0
Driver msg |can be caused by
memory stuck at 0
failures, or by stuck
at minimum failures of
both pedal sensors.
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ot} |IF-FMEA2S| &4 Z1tE 1 E 5|

|5l fault tree2| X}

Ofn

= -
File Edit legd- :um..d. View indow Help

\ILI@I_HIEIEI@!IQEI

DlE8| x| |*|@] w|-| Sl2| a]-]
NN o e e o

PLOAL_RCY

e
SRR

s (5] wheel_[_|
| & Lt [
=Res |
- =
5] simplfied_bbw [[ime tion Deviation Logic | FM Likelhood] | 12|
= fmeas 0-6.driver_msg_P1[Bus fais to delver  |0-P1 diver_meg [B.bus_falure -8 1 5 =
& ((Qlocals message P11t can EMI_inerference_A =
be caused by bus o & Eaha |
EmACT_F connector falures. Pl |
=-EABUS_F EMI or an omission of = =
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" Faiures] RO
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A AE 2l H of accident2t hazard, safety constraint2] A&
Control structure2| +%

STPA step 1 : Unsafe control action2| 4/

STPA step 2 : Unsafe control action2| &AH &l ol Al

WD PE
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Control loop
- 2= tHA Q| control structure0i| Al LEEFS o= L 204, controllerZt 5+2] 2| controller EE=
controlled processoil control actionS &L 11 0|of CH &t feedbackS &= =2 5|01 U

- Controller= controllere| W& M2/ F 23] 52| Y2 =S LtEtH = Process model
= 7}X| 04 Process model2| Al 2} Control algorithmoi| tch2} & & St control actions LY
HUA =AU,

Controller (automated or human)

Envronmen

Writlen/Train nputs
Procedures
Human Controller
Driver
hodel of Model ol | .. Process Model
Control Process | conral e Ectext || aurmaticn i Ul Operations:
H i Acton i |
A|g0rlthm MOdeI H e cruise, set, accel.,
g — Genarallan)| Modal of deccel, resume, on, off
Conrallad Procass
/\ Ul commands: Accel. Pedal, Notifications
E; = desired speed Brake Pedal
:]omm H Speed Control Software Controller " 4 s
: spe
Control Automsted Controller H Process Model conditon
H $ j—
. B s Cruise Control Stat
Actlo ns Feed ba Ck H e H Increase /reduce a X rate :; off ve:d R ac‘rulse brake status, engine
: : the position value of throttle o ¥ 2 status , current speed
{ L Conrd iehoel of i Throttle Control
_ — Algarihm Conralled Procass : e sot Throttle; change: Theotle
\/ : H Speed Control Sensors: speed, engine,
E k Input/Calculate/ Save Speed brake pedal, gear, throttle

"o m 4 :{d{t;'.f;;t;plzsiﬁon Vehicle status data
Controlled Process |

Controlled Process

S ey
Process nputs Process Quput Disturbance or
load step

Disurbancas
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Other Inputs
or Conditions

Process Model

Variables

¢ Plant Condition
¢ Plant Mode
¢ Others...

- Control loop
Process
Controller | model
. N TS
CAS COI'.Itl'Ol Feedback
¢ Increase Actions Signals
¢ Decrease
« Open
* Close Controlled Process
¢ Hold
e Switch
e Others...

STPA determines if any Control Actions (including lack thereof) are
unsafe (i.e., hazardous) under a wide range of Process Model conditions

e Pressure
Flow
Temperature
Voltage
Current
Others...

PMV
States

Normal
Accident
Increasing
Decreasing
As Needed
On

Off

Mode 1
Automatic
Manual
Others...
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- Unsafe control action category
- O{™ control actionO| unsafeet = A= AFE 47t ZIH| 122 Lz

Control Action | Not providing causes | Providing causes | Too early/too late, Stopping too
hazard hazard wrong order causes | soon/applying too
hazard long causes hazard

Hazard: Loss of minimum separation

Wrong
Not Providing Timing/Order of | CA Stopped Too
CA Causes CA Causes Soon/Applied Too
Control Action | Hazard Providing CA Causes Hazard | Hazard Long
g;:pi!:\?:;ted when not ITP executed too
ITP executed when ITP soon before ITP aircraft levels off
approval above requested FL

Execute ITP criteria are not satisfied

ITP executed too | ITP aircraft levels off
late after below requested FL
reassessment

ITP executed with incorrect
climb rate, final altitude, etc.
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- Control structure
024 7H 2] control loopE &A

|l = Ao 2 E0{X|0f, Zt HAZHE
AEIO| MA o 77t des

ook v\

FRGF Separation Enable/Inhibit
Free Drift
Capture
Abort/Retreat/Hold
FRGF Sep
4—— Acknowledgments TV
Iss HTV Status H

Q.

1

|

1

Voice Loop
1
|
FRGF Separation Enable/Inhibit
Aﬁﬁﬂﬂmr/ﬁaﬂ TDRS
FRGF Separation (Backup)

1

!

Acknowledgments "
HTV Status 1
:

¥

| HASASS [ »| JAXA GS
FRGF Separation Enable/Inhibit —
treat/Hold
FRGF Separation 4
Acknowledgments
HTV Status
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HPCI Flow Control System

( \

» Main Steam Operator System
Interaction Initiation
Main Feedwater Y Signal
Yy .
Enable E
»>] HPCI/RCIC Flow |s=-=--==cccccaaaas, :
Control System :
a—— '

jeeesssssssnan

ssssssssmmssann,

Governor  Trip/ Steam
e Valve  Throttle Admission
Storage Tank Valve Valve

I
System Initiation Signals System Isolation Signals Turbine Trip Signal
(Open Steam Admission Valve & (Trip Turbine & Close Pracess Valves) (Close Trip/Throttle Valve)
Process Valves) 1. High Steam Line Flow 1. Any system isolation signal
1. Low Reactor Level (-48") 2. High Area Temperature 2. High Steam Exhaust Pressure (150 psi}
2. High Drywell Pressure (HPCI 3. Low Steam Line Pressure (HPCI only) 3. High Reactor Level (+46")
only; +2 psig) 4. Low Reactor Pressure (RCIC only) 4. Low pump suction pressure (15" Hg)
5. Manual 5. Turbine overspeed

6. Manual (local or remote)
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1. AlAHE 2f|H o aecident2t hazard, safety constraint2| A&

Accidents
Al A2 A3 Ad A5
H d Radiation | Contaminated | Equipment Injury or Lost
azards Exposure Enviroment Damage Death Generation
Reactor Exceeds
H1
Limits X X
Radioactive
H2
Material Release X X
Equipment Operated
H3
Beyond Limits X X
Inadvertent Equip.
Ha4 Operation During X
Maintenance
Reactor
H5
Shutdown X
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2. Control structure?| ++=

Process Plant
operator Model ‘----Conditions
i E Tvos o 4 ¥
H Select ' Select Auto Set Desired |  Adjust s System : Desired
: Controller ! or Manual ! FlowRate ! Flow | Flow Soeed
ee
6 (MCRRSP) ! P (Awo) 1 (Manual) | Rate b P
A4 Y Y : :
Process
Flow Control System Model o
ystem
¥ Initiation
A A ' ‘ Signal
ystem urbine alve pen/Close ystem
Syste : Turbi : Val : : Open/Cl Syst .
Flow Rate } Speed . Position ! : Commands Enable : '
M M 2 ] []
' ' ] [ ' V
s E i o
: : LI Actuator : m
[ ]
E Y N PR From
H N < }— Main
] A ) Steam
: Governor Trip/ Steam
e Magnetic  ya)ye Throttle Admission
To PickUp Valve Valve
Reactor I '_ From Torus or
Condensate
StrageTank — Controlled Process
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2. Control structure?| ++=

Process Plant
Operator Model === “Conditions
: = ! S S
Select H i j
p e | SelectAuto | ScrDesed 4 Adiust o system oy
4 Controller ' orManual ! FlowRate | Flow s+ Flow ' Speed
! (MCRIRSP) ! (Auto) ! (Manual) | Rae 1 o0
v ¥ i v : :
Process
Flow Control System Model
¥
Initiation
A A A i
System Turbine ' Valve } 1 Open/Close  System , Slg'nal
Flow Rate : Speed . Position 3 : Commands Enable : :
i L L i i
] ' ] " : "
: : : P
: : L Actuator : m
L} (] '- ==
: : From
H N <}— Main
: J Governor Trip/ Steam Steam
haas Magnetic  ya|ye Throttle Admission
To PickUp Valve Valve
Reactor From Torus or

Condensate
Storage Tank

Controlled Process

CA1: Increase
Desired Flow

CAZ2: Decrease
Desired Flow

CA3: Increase
Actual Position

CA4: Decrease
Actual Position

Operator
Process Model Variables Process Model States Plant
Mormal
Plant Conditions Conditions
Accident
Main Control R S i
Selected Controller ontontro meom Location
Remote Shutdown Panel
Flow Indicating Manual ‘ Controller
Controller Mode Automatic Mode
Too Low
system Flow At Desired Flow -
Too High
Indicated
Flow
Flow Control System
_ System
Process Model Variables Process Mode| States Flow (FT)
Too Low
Systemn Flow At Desired Flow
Too High _ Turbine
Too Low - Speed (MPU)
Turbine Speed At Desired Speed
Too High
Yes System
Systemn Enable -
No Enable (LS)
Too Closed
Valve Position At Desired Position
Toa Open Valve Position

(Resolvers)

»] Governor Valve Actuator

[

Governor Valve
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3. Unsafe control action2| A/&

Controller: HPCI-RCIC Flow Control System H1 Reactor Exceeds Limits
Control . H2 Radioactive Release
Action: | CA3 Increase Governor Valve Position -
ion: H3 Equipment Damage
Postulated Providing (the increase valve position command) H4 Personnel Injury or Death
Behavior: (Is CA Behavior Hazardous?) H5 Reactor Shutdown
e
Process Model Variables Analysis Results
Row | EMVL | pmv2 | ppys PMV4 Is Situation 's cp.. Related Comments
Plant Valve — | == PMVS Already Behavior
. Turbine | cuctem | . Hazards {Situational Context)
Conditions | pasition speed Y System | Hazardous? Hazardous?
P Flow | Enable
1 Too hich Yes Yes Yes H3 Leads to Rx overfill
2 8 No Yes No Response | H1, H2 Accident and no enable
3 . Yes Yes Maybe H3 Increase flow, but overspeed?
Too high | Too low -
4 | Accident No Yes No Response | H1,H2 | Accidentand no enable
5 As Yes No Yes H3 Leads to Rx overfill
6 needed No Yes No Response | H1, H2 Accident and no enable
7 Too hich Yes Yes Yes H3 Leads to Rx overfill
8 ¢ No Yes No Response | H1,H2 | Accidentand no enable
9 Too Yes Yes Mayhbe H3 Increase flow, but valve damage?
Too low | Too low -
10 open No Yes No Response | H1, H2 Accident and no enable
11 As Yes No Yes H3 Leads to Rx overfill
12 needed No Yes No Response | H1, H2 Accident and no enable
13 Yes Yes Yes H3 Leads to Rx overfill
Too high -
No Response | H1, H2 Accident an
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3.

Unsafe control action2| Al

Al

(=
=

Hazardous Control Actions Hazard
Flow control system provides increase governor valve position (CA3) when:
there is an and valve . and turbine . and system . and system 1
1 . L . . . No' | H1, HZ
accident position is speed is flow is enable is
2 there is an and valve |too openor|] and turbine | too highor] and system N and system Yes H3
accident position is | as needed speed is as needed flow is enable is
3 there: is an andl ':falvfe too closed and turb!ne too high or | and $y§tem . and systgm Yes H3
accident position is speed is as needed flow is enable is
4 there-: is an andl 'fralvfa too closed and Iurb!ne t00 low and sy?:tem too high or | and systgm Yes H3
accident position is speed is flow is as needed enable is
5 there i _not an andl ':r:alv_e N and Iurb!na too high and sys_tem too high and systgm Yes? H1
accident position is speed is flow is enable is
6 there is not an andl yalv_e . and turb!ne too high and systtem . and systgm No? H3
accident position is speed is flow is enable is
Flow control system does not provide increase governor valve position (CA3) when:
there is an and valve . and turbine . and system and system | .4
7 accident position is speed is flow is too low enable is H1, H2
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4. Unsafe control action2| ZHAl 2/ ol Al

Hazard: Equipment Operated Beyond Limits (H3)
Controller: HPCI-RCIC Flow Control System

Hazardous Control Action No. 2: “Increase governor valve position” command is provided when:
there is an accident and turbine speed is too high, regardless of system flow

Inadequate, Missing or Delayed Feedback
Enable signal sent to controller before there is a valid demand on HPCI/RCIC
enable provided when steam admission valve is not open (broken or misaligned LS)
steam admission valve commanded open when there is no demand on HPCI/RCIC (spurious ESFAS signal)

enable provided when steam admission valve is opened, but too late (misaligned LS or LS setpoint too high)

steam admission valve commanded open too late when there is a demand on HPCI/RCIC (ESFAS delay)

HPCI/RCIC pump flow rate signal to controller is missing, delayed, incorrect, too infrequent, or has inadequate resolution

Signal corrupted during transmission

sensor failure

sensor design flaw

sensor operates correctly but actual flow rate is outside sensor’s operating range
fluid type is not as expected (water vs. steam?)

Governor valve position signal to controller is missing, delayed, incorrect, too infrequent, or has inadequate resolution

Problems with communication path
actual position is beyond sensor’s range
sensor reports actuator position and it doesn’t match valve position

sensor correctlx reports valve Eosition but gosition doesn’t match assumed area/shape
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- Systems-Theoretic Accident Model and Processes (STAMP)
- STPAT System theoryE 7|2t 2 St Systems-Theoretic Accident Model and Processes
(STAMP) 2}11 Sh= accident causality model2 ALS &
- Accident causality modelO| 2t hazard analysis 7|# ol M accidentZ} {2 H| 210 of 2 5t
=X[olf tHoll HZtst= 7= 7E S 2t
- STAMP—= AccidentE stte| HAEZHEO| M M St= Zd0| ot 2f M A A[AH 2| controldi A

g2F i St= control problem2 2 211 A| AEIOf| CH ©F safety constrainte| £ = ehol| M B st=
Nz 7.
- Chain-of-Failure-Event causality model
- Chain-of-event modelO| 2} 1= 5t0f 7| EL2| HAZ|HE2 0| RH S J|Ete 2 2M g &t
- Accident”| failure2| (444 2 olalf Ll st= Zdo[2tn M Zist= 2= Q.

- Fault tree, HAZOP, FMEA S 0i2] 7| HE29| 7| =7} =,
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- ALE Ol w7
- SW safety program< system safety program, software development plan, program
milestonet S &=0f HHEXH o= Tl z[ofof 517 I =.
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1. T EQ obH A= 7 3 2
2. 2T EQIO] oMM IpH| 2
1. 79 CXtel 7| = 2N
2. AEEQN EEAAM J|FE He
3. 7188 flsl 24
4. 7| 28l 24
5. OFN @FAIE EAM
6. 7| 2ZEQ 0] CIRFRIL MEAIAHE! Q5| EAM
7. ME 2ZEQ O ClRtele] MEAIAR 25 24
8. AIAHE 2o 24
ST EQN ot AlY 3 f|a "ot
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Software
Safety
Engineering
4.0

Software Safety § Software Safety
Planning and Jask Testing and Risk Assessment
Management Implementation Assessment Report
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